Steganography is the process of hiding message in another cover medium such that it is difficult to detect. Cover medium is used as a carrier.this carrier can be Image,video, text or IP packet. Covert Channel is implemented in different header Fields of IPv4 header to send secrete message. A covert channel is the medium that is used to transmit the information such as message, image or file. The fields flow label, traffic class and IPV6 source address of IPV6 header are selected as covert channel in this project. The more security in IPV6 header steganography can be achieved by apply-ing cryptography ie Encryption. Public key algorithm i.e. RSA is selected for cryptography. Message is at first encrypted using RSA algorithm. The ciphertext is embedded in selected fields. The-ses covert channels could be used for a Exploiting the Security rules so hidden Communication can be possible.this can be used for purpose such as pinching encryption key,login information or other secrets from in a way that should not easily detectable, but it could also be used for a good reason such as secret message can be passed under the watchful eyes of passive attacker. The demonstration of covert channel increases information security.
INTRODUCTION
There are different Steganographic methods which hides secret data in users normal data transmissions and in good Condition hidden data and existence of hidden communication cannot be noticed by attacker.Various Steganographic methods have been proposed 1.1 IPv6 and analyzed. They may be exploiting the network security policies and they can be used as a tool to Secrete information leakage. That is why it is important to identify potential possibilities for covert communication, because knowledge of the information hiding procedure can be used to develop countermeasures. There are various ways of steganography like text, image, audio, video and packet steganography. Secret communication can be achieved by exploiting property of computer network that means by way of packet steganography. Secret communication is done in Protocol IPv6 Header Consist of Following Header fields. Version (4 bits) The constant 6 is for version Identity ie.bit sequence 0110. Traffic Class (8 bits) Traffic class is an 8 bit field.this field used is used by the node to identifiy different priorites and different class of the packet.Supporting node of the Traffic class can change value of this field.The 6 most-significant bits are used for which is used for classify packets The other two bits are used for ECN.
Flow Label (20 bits) this field used for real-time application service The flow label is set by source a non-zero value used as special handing of routers. it is used to identify the flow of the packet.and also improve and Manage the quality of Service. Payload Length (16 bits) The size of this field in octets, with any extension headers.if the higher payload required jumbo payload extension header will be Provided. Next Header (8 bits) It is used to identify type of the Packet ie UDP or TCP following the IPv6 header.This field usually specifies the transport layer protocol used by a packet's payload. Hop Limit (8 bits) for forwading the packet the field is decremented by 1.if the Hop limil field decremented by 0 then the packet is Discarded. Source Address (128 bits) The IPv6 address of the Source node. Destination Address (128 bits) The IPv6 address of the destination node(s).
Steganography
The aim of steganography is to hide a secret message within a cover-media in such a way that others cannot discern the presence of the hidden message.different steganography methodologies are image Steganography,Text Steganography,Video Steganogra phy, Protocol Steganography.our focus on Protocol Steganography. Hiding information into a media requires following elements. The cover media(C) that will hold the hidden data The secret message (M), may be plain text, cipher text or any type of data The stego function (Fe) and its inverse (Fe-1) An stego-key (K) may be used to hide and unhide the message. The stego function operates over cover media and the message (to be hidden) along with a stego-key (optionally) to produce a stego media (S). The schematic of steganographic operation is shown below. Some of the Objectives are: 1. To detect Covert Channel In IPV6 header. II. To develop a method for embedding a data in field of ipv6 header. III. To secretly share encryption key and stegno key between two communicating parties. Steganography and Cryptog- [6] .in IPv6 the duplicate address detection can be use for covert channels is possible because the interface identifier part of the address can be chosen in random. In IPv6 enabled Ethernets, the 64 bits of the 128 bit IPv6 address are reserved for the interface identifier. [7] .IP fragmentation mechanism involves using the following fields of the IPv4 header Identification, Fragment Offset fields, along with the MF (More Fragments) and DF (Don't fragment) flags. It also needs to adjust values in Total Length and Header Checksum fields for each fragment to represent correct values [8] .Cabuk et al. present in "IP Covert Timing Channels: Design and Detection" how adjusting the sending of IP packets can be used as a covert channel even though the Internet Protocol is an unreliable packet delivery service where the packet arrival times are not guaranteed [9] .
PROGRAMMER'S DESIGN
Existing system perform communication between two parties using covert channel. If by some means third party extracted data then message will be directly exposed to intruder; hence more level of security is required. That can be achieved by using cryptogra-phy. Therefore steganography followed by cryptography approach is powerful. routing header and its prevention algorithm International jour-H = Z n = 0 and ∆ = 0 this is a worst cast of Secrecy (2) nel of advanced engineering science and technologies, 2011.
